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DETAILED ACTION 

1 . Claims 1 -44 are pending. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e)the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-2, 5, 12-17, 24-26, 31 , 34-35 and 38 are rejected under 35 U.S.C. 
102(e) as being anticipated by Spies et al., (6,055,314). 

a) As to claims 1 and 16, Spies discloses systems and methods for secure 
purchase and delivery of video content programs over various distribution media 
including a cryptographic l<ey store for storing a transformed cryptographic key and 
accessing circuitry for accessing the transformed crypto key from the crypto key store 
(col. 5, lines 40-44; Fig. 3) comprising the step of storing key re-transforming 
information for the transformed crypto key in a decryption store (col. 3, lines 5-18), the 
accessing circuitry being able to communicate with the decryption store exclusively via 
a predetermined interface, (Fig. 6, element 112; Figs. 7-8) the interface being such that 
the accessing circuitry is unable to access from the decryption store at least one of: at 
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least a portion of the key re-transforming information and at least a portion of the 
cryptographic key (col. 2, lines 34-42; col. 3, lines 65-67 to col. 4, lines 1-2). 

b) As to claim 2, 17, 26 and 35, Spies discloses the interface is such that the 
accessing circuitry is unable to access from the decryption store both of: at least a 
portion of the key re-transforming information (col. 2, lines 39-42) and at least a portion 
of the cryptographic key (col. 3, line 67 to col. 4, line 1; col. 5, lines 48-49; col. 10, lines 
62-64). 

c) As to claims 5, 24, 31 and 38, Spies discloses the method further 
comprising the steps of the decryption store receiving the crypto key (col. 10, lines 37- 
39), the decryption store transforming the cryptographic key using key transforming 
information to produce the transformed crypto key (col. 10, lines 39-45) and the 
decryption store sending the transformed crypto key to the crypto key store (col. 10 , 
lines 45-48). 

d) As to claim 12, Spies discloses the accessing circuitry's communication 
with the decryption store comprises the transfer of information between them (Figs. 6- 
7). 

d) As to claim 13, Spies discloses storing the transformed cryptographic key 
in the cryptographic key store for a period of time (col. 1 1 , lines 20-25), the decryption 
depends upon the packet key and decryption information changes every packet, or 
approximately every 300ms anticipate crypto key is stored for a period of time. 

e) As to claims 14-15, Spies discloses the step of erasing the crypto key from 
the decryption store at the completion of each crypto operation (col. 10, line 45) and the 
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crypto key is stored in the decryption store in such a way that it disappears from the 
decryption store when the decryption store is removed from the system (col. 10, lines 
46-48). 

f) As to claims 25 and 34, Spies discloses a decryption store for storing key 
re-transforming information for a transformed crypto key, the decryption store 
comprising: a predetermine interface, the interface being operable to receive the 
transformed crypto key (Fig. 6, element 112) and an output port complying exclusively 
with the predetermined interface such that information is accessible from the decryption 
store through the output port wherein at least one of: at least a portion of the key re- 
transforming information and at least a portion of the crypto key being not accessible 
from the decryption store through the output port (col. 10, lines 59-64). 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3-4, 32-33 and 36-37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Spies et al., (6,055,314) in view of Jaffe et al. (6,510,518). 

Spies discloses the key re-transforming information comprises a key decrypting 
algorithm (Fig. 6, element 118), however he does not disclose a transformation pattern. 
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Jaffe discloses cryptographic tokens that nnust nnaintain the security of secret 
information in hostile environments comprising a transformation pattern that is unique to 
decryption store (col. 1, lines 19-34). 

It would have been obvious to one ordinary skill in the art at the time of the 
invention to employ the use of a transformation pattern as Jaffe teaches in the system 
of Spies so as to strengthen the security of secret information. 

6. Claims 6, 18, 27 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Spies et al., (6,055,314) in view of Otway et al. (2004/0205344). 

Spies discloses the method wherein the cryptographic key store comprises a 
computer memory and accessing circuitry comprises a processor. However, Spies does 
not disclose the decryption store comprises a mobile terminal. 

Otway discloses a smart card (subscriber identification module - SIM) plugged 
into the mobile phone allows storing data and decrypting messages (page 3, paragraph 
[0025]. 

It would be have been obvious to one ordinary skill in the art at the time of the 
invention to employ the use of mobile terminal in the decryption store as Otway teaches 
in the system of Spies so as to provide different types of communication interface 
devices to the network. 

7. Claims 7, 19, 28 and 40 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Spies et al., (6,055,314) in view of Novoa et al. (6,493,824). 
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Spies discloses the method wherein the cryptographic key store comprises a 
computer memory and accessing circuitry comprises a processor. However, Spies does 
not disclose the decryption store comprises a network access card. 

Novoa discloses a secure system comprising a network interface card coupled 
between the central processing unit and the network (Fig. 2, element 117), the network 
interface card has decryption capabilities (Fig. 3, element 308). 

It would be have been obvious to one ordinary skill in the art at the time of the 
invention to employ the use of network access card in the decryption store as Novoa 
teaches in the system of Spies so as to provide different types of communication 
interface devices to the network. 

8. Claims 8-1 1 , 20-23, 29-30 and 41-44 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Spies et al., (6,055,314) in view of Richards (6,385,723). 

a) As to claims 8-9, 20-21, 29-30 and 41-42, Spies discloses decryption store 
receiving the transformed crypto key (Fig. 3, element 72). 

Richards discloses an IC card system and method for securely loading an 
application comprising receiving the transformed crypto key and information, re- 
transforming the transformed crypto key to produce the crypto key (Abstract). Richards 
discloses two basic types of encryptions (col. 4, lines 61-67 to col. 5, lines 1-45), 
wherein encrypting information with crypto key and transmitting the encrypted 
information over the network are disclosed also (Fig. 1 ; col. 2, lines 7-13; col. 5, lines 
53-58). 
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It would be have been obvious to one ordinary skill in the art at the time of the 
invention to employ the use of decrypting the encrypted key to obtain the crypto key and 
further to use the crypto key to encrypt and transmit encrypted information as Richards 
teaches in the system of Spies so as to securely protect transmitted data. 

b) As to claims 10-11, 22-23 and 43-44, a large portion of the claim 
limitations are addressed in above claims 8-9, 20-21, 29-30 and 41-42. Richards further 
discloses the IC card decrypts the key transformation unit to obtain the transfer key, 
then the transfer key is used to decrypt the encrypted information and the card user 
could access the decrypted information (Abstract). 

Conclusion 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dieu Nguyen whose telephone number is 571-272- 
3873. The examiner can normally be reached, on M-F 6:00-2:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on 571-272-3868. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 571-272- 
2100. 



Minh Dieu Nguyen 
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